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Preface

Intended Audience

This Installation and Configuration manual provides background information about the MED -V
platform, installing MED -V, how it works and explains how to correctly use the product.

The intended audience is MED -V administrators  and IT personnel.
How to Use this Manual

This manual is divided into the following sections:
MED-V Overview
Installing MED -V
Configuring a MED -V Image
Getting Started
Creating a MED -V Image
Creating a MED -V Workspace
Configur ing a Workspace Policy
Deploying MED -V onto the Client
Running MED -V Client
Generating Reports
Uninstalling MED -V
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MED-V Overview

In This Chapter

Virtualization (MED -V)

Microsoft Enterprise Desktop
Virtualization (MED -V) enhances
deployment and management of Virtual
PC images on a Windows Desktop,
while also providing a seamless user
experience of a Virtual PC
Environment, independent of the local
desktop configuration and operating
system (OS).

MED-V leverages Microsoft Virtual PC
to provide an enterprise solution for
desktop virtualization. With MED -V,
you can easily deliver and manage
corporate Virtual PC images on any
Windows desktop.

MED-V is an integral component of the
Microsoft Desktop Optimization Pack, a
dynamic solution available to Software
Assurance customers that helps reduce
application deployme nt costs, enables
delivery of applications as services, and
helps to better manage and control
enterprise desktop environments.

Chapter 1

rosoft Enterprise Desktop Virtualization (MED V) e, 8

1.1. Introduction to Microsoft Enterprise Desktop

End-user Experience and Usability
Usage Policy and Data Transfer Control

Centralized Management and Monitoring

Image Creation, Defivery and Update
Virtual Machine (residing and operating on the endpoint]

®

Figure 1: Introduction to MED -V

mElr:"u"(‘:erpris(:\ Desktop
Virtualization



MED-V Installation and Configuration Manual MED-V Overview

1.2. High -level Architecture

The MED -V platform, comprises:

An administrator - defined virtual machine v‘-ﬂuagachine
(1) that encapsulates a corporate desktop N
environment: an OS, corporate applications, Aovcsions

user data and optional management tools @ )

commonly used on standard desktops.
Corporate Desktop Image

The Image Repository (2) stores all virtual

images on a standard web server, enables Kidaro image Repository

virtual images version management, client - © =z =z2.=z2

authenticated image retrieval, and efficient :

download and updating via Trim Transfer © | o

technology. e - [N o
¥ HH 5 )

The Management Server (3) provisions e Vensgsment End

virtual images to authentic ated users

according to Microsoft® Active Directory®

users and groups, and assigns usage policies Figure 2: High -level Architecture
and data transfer control permissions. The

management server also aggregates clients'

events into a centralized database for

monitoring and reporting purpose S.

All Management Server functionalities are 1

controlled from a unified Management VRS M

Console (4) . ‘

The End -user Client (5) has two ) @

components: Secaow nn

Corporate Desktop Image

a Manages the virtual machine operation
(i.e., start, stop, suspend) and lifecycle Kidaro image Repository
according to administrator -defined o - - -
policies. =23 B B

b Seamlessly makes the applications that are e [+ Jw )
installed in the virtual machine 222 ------ - ----- B
available through the start menu and Atiie ianeginass End
integrated into the user desktop. e Forww, User

For end users outside of the corporate ) ) ]
network, a standard gateway can be deployed Figure 3: High -level Architecture
at the DMZ, to al low remote access to the

Management Server and the Image

Repository.

1.3. Virtual Image Lifecy cle Overview

The following describes the typical lifecycle of a Virtual PC image:

1. Create a virtual image based on Microsoft Virtual PC, test it through the MED -V
management console, and load it to the MED -V Image Repository.

2. Definea MED -V workspace
A wor kspace is a virtual image, associated with a set of usage policies and provisioned to
specific users.

=" Enterprise Desktop
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Image Repository
LI ‘m” e -:..-m ,‘_-
AR Set Usage 3nd
Securtty Poscos : ~
2909 e wosooce =
209 Select 3
209
Active Directory Management Console Management

:

Figure 4: Define a MEDV Workspace

Create a list of applications that are to be made available through the end user start
menu.

Define web sites that should be viewed inside the virtual machine browser.
Provision the workspace to Active Directory users and groups.

Set usage policy (e.g., expiration, permission to work offline) and data transfer
permissions (file transfer, copy -paste, printing) to the various users and groups.

3. Deploy the MED -V Client:

Within the organization: Use electronic software distribution tools; e.g.. System Center
Configuration Manager.

Remotely, over the web: Use MED -V "One -click" installation package in a self -extracting
archive.
Installation media: Provide a CD, DVD or a USB drive that installs the MED -V client when
plugged in.
Regardless of the initial deployment, the MED -V Client can be configured to automatically
retrieve software upgrades from an a dministrator -defined location over the LAN or WAN.

4. Deliver the virtual image:

Over the network: Once the MED -V Client is installed, using any of the previously
mentioned methods, the virtual image can be retrieved over the LAN or WAN using
standard HTTPS tunnel. Trim  Transfer technology will accelerate download speed and
reduce required bandwidth as described in a following section.

Over a removable media (e.g., DVD): When delivering an installation media to the
end user, it is possible to add the virtual image to the media. As part of the installation,
the virtual image is copied to the local drive and is ready for use the first time the user

runs the MED -V client.

A portable package on a USB drive: Similar to the removable media option, this
includes th e MED -V Client and a virtual image, but in this case the virtual machine
operates directly from the USB drive, and is not deployed locally on the device. This
way, users can roam between endpoints with their corporate applications and resources
in avirtua |image.

5. End -users start working: Users simply authenticate against the MED -V Management
Server and they're ready to work within the virtual machine. After the first online
authentication, offline work is also supported if permitted by the administrator.

6. Manage and update the workspace: The Management Console enables administrators to
easily update usage policies, provision workspaces to additional users, deprovision existing
users and update the virtual images themselves. All updates are automatically d istributed to
relevant users when they are online.

=" Enterprise Desktop
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Installing MED -V

In This Chapter

Installing the MED =V SEIVEL ..cccooiiiiiiiiiiiccciiiies svvvvvnrrrnrnrrrrrrrennaeaees eeeeeereaaaeeaeaens
Installing the MED -V Client and Management  .......oiiiiiiiiiiiies e e e

2.1. Installing the MED -V Server

2.1.1. MED-V Server Installation Prerequisites

This section describes all the compo nents that must be installed and configured prior to
installing the MED -V Server and explains the following tasks:

Server System Requirements
Active Directory Requirements

Installing the Report Database

2.1.1.1. Server System Requi rements

The recommended system configuration for use of MED -V is provided in the following table.
System performance will be improved when utilizing a system with the recommended system
configuration.

Table 1: Recomme nded System Configuration

Memory 2 GB RAM or greater

Processor Recommended: 2 GHz or faster

Operating system Windows Server 2008 Standard/Enterprise Edition
Database MS SQL Server Enterprise/Express Edition

2.1.1.2. Active D irectory Requirements

There are several Active Directory requirements which are necessary in order to configure the
MED-V Server.

The MED -V client machines can either be in the same domain as the MED -V Server, on a
different domain or on no domain at all.

If users are not part of the same domain the server belongs to, a trust must be set between
the domains.

11
19
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2.1.1.3. Installing the Report Database

The report database is required for storing all Workspace logs. The log database i s then used
for generating MED -V reports. For information on reports, refer to Generating Reports  (on page
98).

2.1.2. Installing and Configuring the MED -V Server

2.1.2.1. Installing the MED -V Server
To install the MED -V server:

1. Install the MED -V Server MSI.

The InstallShield Wizard Welcome screen appears.

BulMicrosoft Enterprise Desm‘fm' J— ES;::erl—InstaIIShieId Wizard (3w

Welcome to the InstallShield Wizard for
Microsoft Enterprise Desktop Virtualization
(Server) v3.0.16

The InstallShield(R) Wizard will install Microsoft Enterprise
Desktop Virtualization {Server) on your computer. To continue,
dlick Next.

WARMIMG: This program is protected by copyright law and
international treaties.

| < Back |I Mext = I [ Cancel ]

Figure 5: InstallShield Wizard Welcome Screen
2. Click Next .

The MED -V Server License Agreement screen appears.

=™ Enterpri oy
:!]\ﬁnualgsascilo?nes P 12
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Installing MED-V

4.

ﬁl Microseft Enterprise Desktop Virtualization (Server) - InstallShield Wizard Léj

License Agreement .l

Pleaze read the following license agreement carefully. 3 I.

Evaluation End User License Agreement

The purpose of this Evaluation End User License Agreement (this
“Agreement”) is to set the terms and condifions whereby vou ("You" or

"Licensee") will be granted the limited right to mnstall and use the Kidaro
Managed Workspace (the "Product”) on the server on which it is now being
installed or on any other workstation as approved by the Company under the
terms set forth below.

BY INSTALLING OR OTHERWISE USING THE PRODUCT, YOU -

@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

[ < Back ][ MNext > J [ Cancel

Read the license agreement, click

click Next .

Figure 6: License Agreement Screen

| accept the terms in the license agreement

and then

The Destination Folder screen appears, with the default installation folder displayed.

The default installation folder is C:\ Program Files \ Microsoft Enterprise Desktop

Virtualization \.

ﬁ.‘ Micraseft Enterprise Desktop Virtualization (Server) - InstallShield Wizard Léj

Destination Folder .l
Click Next to install to this folder, or Change to install to & different folder. 0

G Install Microsoft Enterprise Desktop Virtualization {Server) to:

C:\Program Files\Microsoft Enterprise Desktop Virtualization,

[ < Back ][ Mext = ] [ Cancel

To change the folder where MED -V should be installed, cI  ick Change...

existing folder.
Click Next .
The Ready to Install

Figure 7: Destination Folder Screen

screen appears.

and browse to an

aﬁ"(?erplrise Desktop
Virtualization
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1) Microsoft Enterprise Desktop Virtualization (Server) - InstallShield Wizard (e
Ready to Install the Program [ ] I
The wizard is ready to begin installation. * .

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield
[ < Back ]I Install I [ Cancel
Figure 8: Ready to Install Screen
To return to a previous screen and review or change the selections, click Back .

To quit the instal  lation wizard, click  Cancel
5. To continue with the Installation, click Install

MED-V Server installation starts. This can take several minutes, and the screen may not
display text. During installation, several progress screens appear. If an error message
appears, follow the instructions provided.

Upon successful installation, the Installation Complete screen appears.

ﬁ! Microsoft Enterprise Desktop Virtualization (Server) - InstallShield Wizard [

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Microsaft
Enterprise Desktop Virtualization (Server). Click Finish to exit
the wizard.

|| ' = Launch MED-V Server Configuration Manager

< Back Cancel

Figure 9: InstallShield Wizard Completed Screen

6. Check Launch MED -V Server Configuration Manager to start MED -V serv er after the
installation is complete.

7. Click Finish to quit the wizard.

Note: If you are installing the MED -V Server via Microsoft Remote Desktop, use the following
syntax: mstsc/console. Ensure that your RDP session is directed to the console.

-.="| Enterprise Deskto
JJ\.ﬁrggizaﬁon P 14
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2.1.2.2. Configuring Server Settings

To configure the server:

1. From the Windows Start menu, select All Programs > MED -V >MED -V Server
Configuration Manager
Note: If you selectedthe  Launch MED -V Server Configuration Manager check box
during the server installation, the MED -V Server Configuration Manager starts automatically

once the server installation is complete.

2. Click the Connections tab.

% MED-V Server Configuration Manager =HACIH X

Connections Hlmages ”Permissiuns ”F‘.eports ]

= Clent Connechions

[¥| Enable unencrypted connections (http), using port

|| Enable encrypted connections (https), using port I:I

MOTE: When enabling https, vou must bind the server certificate to
the port specified using httpcfg or netsh.

\ Y,

| 0K J | Cancel J | Apply J

Figure 10: MED-V Server Configuration Manager - Connections Tab

3. Configure the following client connections settings:

Enable unencrypted connections (http), using port - Select this check box to
enable unencrypted connections using a specified port. In the port box, enter the server

port on which to accept unencrypted connection s (http).

Enable encrypted connections (https), using port - Select this check box to enable

encrypted connections using a specified port. In the port box, enter the server port on
which to accept encrypted connections (https).

Https is an optional configu ration which can be set to ensure secure transactions
between the MED -V server and MED -V clients. To configure https, you must perform the
following procedures:

Configure a certificate on the server.

Associate the server certificate with the port specified using netsh.

4. Clickthe Images tab.

aﬁ"(?erp_rise Desktop
Virtualization
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r b

% MED-V Server Configuration Manager =HACE X

Connections || Images ”Permissiuns ”F‘.eports ]

= |mage Management :

VMs Directory; |C: \MED-Y Server Images), | o

VMs URL: | |

\ Y,

| 0K J | Cancel J | Apply J

Figure 11: MED-V Server Configuration Manager - Images Tab
5. Configure the following image management settings:

VMS Directory - The Virtual Machine directory (the directory where the images are
stored).

VMS URL - The URL of the server where the images are stored.

Note: For more details about how to configure an IIS server to server as an image
download server, see  Configuring Internet Information Services (1IS) (on page 111).

6. Click the Permissions tab.

=™ Enterprise Deskto
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Figure 12: MED-V Server Configuration Manager - Permissions Tab

7. Alist of all users who can login is provided. To apply read and write permissions t 0 a user,
select the check box next to the user. To apply read -only permissions to a user, clear the
check box.

8. To add domain users or groups, click Add... .

The Enter Users/Groups dialog box appears.

Figure 13: Users/Groups Selec tion Dialog Box

a. Select the domain users or groups that you wish to add by doing one of the following:

Inthe Enter user/group names field, type a user or group which exists in the
domain or as a local user or group on the computer. Then click Check Names to
resolve it to the full existent name.
Click Find... toopenthe standard  Select Users/Groups dialog box. Then select the
domain users or groups you wish to add.
b. Click OK.
9. Toremove domain users/groups, select a user/group and click Remove

10. Click the Rep orts tab.

=™ Enterprise Deskto
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